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Risk Management Philosophy 
CASA of Liberty/Chambers Counties has embraced a collaborative, strategic approach to risk management, which includes identifying and addressing the threats and opportunities the organization faces. 
The views and participation of personnel at all levels of the organization, including volunteers, will be sought as CASA of Liberty/Chambers Counties identifies risk management priorities and implements strategies for avoiding, modifying, retaining or sharing  risk. 

The program is equally committed to ensuring that whether staff or volunteer, everyone understands their roles and responsibilities in protecting the mission and assets of the organization. 

General Safety Principals

· CASA of Liberty/Chambers Counties will strive at all times to operate in compliance with local, state, and federal laws and regulations.
· CASA of Liberty/Chambers Counties will adhere to the protocols policies and standards of the National CASA Association.
· Safety and risk management activities are multi-faceted and include:

· Thorough screening, selection and training of volunteers, staff and board.

· Creating and enforcing policies, standards, guidelines, and procedures 

· Maintaining safe and secure facilities.

· Establishing procedures to be followed in the event of an emergency.

· Maintaining clear communication channels.

· CASA of Liberty/Chambers Counties will maintain insurance coverage as a financing mechanism for certain risks, but recognizes that insurance is not a substitute for vigilance in planning and implementing a risk management program. 

Responsibility for Risk Management

Board of Directors

· Sets risk management goals, and adopts annual operating objectives and budget with those goals included;
· Reviews operational reports to determine risk management compliance and future priorities;
· Ensures compliance with protocols and standards set by the National CASA Association;
· Adopts and establishes policies and standards;
· Reviews the organization's insurance program annually;
· Reviews the organization's risk management plan annually.
Legal Counsel for the Organization

· Serves as advisor to the board of directors in legal matters, making referrals to specialists on an as needed basis.

· Advises staff on the contracts, agreements, forms, etc.; reviews contracts on an as needed basis.

Executive Director
· Responsible for the design and implementation of safety and risk management activities;
· Responsible for the annual review of safety and risk management activities, and 
· Keeps the board apprised of emerging threats and opportunities facing the organization;

· Executes contracts for the organization.

Finance Committee

· Champions organization-wide effort to protect the vital assets of CASA of Liberty/Chambers Counties, and engages key stakeholders in risk management activities. 

· Convenes periodically to review the agency's priority risks and corresponding risk management strategies. 

· Oversees the development, implementation and monitoring of loss prevention programs. 

· Oversees the purchase of insurance for the organization. 

· Evaluates the insurance program. 

Risk Financing Strategy
CASA of Liberty/Chambers Counties  is committed to protecting its financial and human assets to the greatest extent possible.   In effort to eliminate or reduce as much as practicable the conditions, activities, and practices that cause insurable losses, the organization purchases insurance to provide indemnity for catastrophic losses and will decide based on an analysis of the best interests of the organization, to either insure or retain those risks not considered of major importance to mission-critical operations and financial well-being. 
The board will receive an annual insurance stewardship report summarizing its insurance program, any significant losses and any changes made to the program during the prior year once a year at its August board meeting.    

Facility Risks

Facility Use

CASA of Liberty/Chambers Counties seeks to fully utilize its resources and assets in achieving its mission. The prudent use of facilities and resources is required to protect the safety and well-being of all personnel—including staff and volunteers—while safeguarding the organization's financial assets.

Emergency Planning 

It is the policy of CASA of Liberty/Chambers Counties to promote good health, well-being and occupational safety for its employees and volunteers. Emergency situations require the participation of all staff. Everyone must be familiar with emergency operations. 
Technology and Information Management
CASA of Liberty/Chambers Counties’ information and office technology (IT) systems (networks, software, computers, telephones, printers, copiers, etc.) are tools provided to employees and volunteers to enhance productivity and performance on the job. 
Limited non-business use is permitted when on personal time (e.g. during lunch hour or after work), however, employees must not have any expectation of privacy to data, information or files that are created, stored or used on CASA of Liberty/Chambers Counties’ systems. 
The Executive Director, or designee, reserves the right to access the employee's computer or files at any time. Staff is expected to use good judgment in their use of the organization's information and office technology systems, especially electronic mail. Access to all systems, including electronic mail and the Internet, is a privilege, not a right.

Safeguarding Equipment and Systems
To safeguard its office and technology assets, CASA of Liberty/Chambers Counties maintains a complete inventory of its electronic equipment and computer and technology systems, including hardware, software, media and data. 
Responsibility for maintaining the inventory belongs to the Executive Director, or designee, who will conduct quarterly updates or whenever new equipment, media or software are acquired or discarded. 

Physical Security for Technology Assets

CASA of Liberty/Chambers Counties is committed to protecting its office technology assets. The organization takes all reasonable steps to protect and safeguard systems and equipment from damage due to power fluctuations, water damage, dust, extreme temperature change and other environmental factors. In addition, the organization guards against threats to due to viruses, worms, malicious software and hackers. 

Protecting Confidential Information
CASA of Liberty/Chambers Counties maintains numerous files containing personal data, financial information, and other confidential or proprietary information. These files may be in paper or electronic form. Confidential documents will be secured in locked filing cabinets. Any employee/volunteer whose work requires access to confidential documents should ensure that files are returned to their secure location. Persons who knowingly obtain unauthorized access to confidential information will be subject to discipline, up to and including termination. All incoming employees will be required to execute a Confidentiality Policy concerning access to and use of confidential information prior to being given access to any confidential information.


Use of Passwords as a Security Measure
Information is a valuable asset necessary to the delivery of services and mission fulfillment. The use of passwords is essential to protecting computer systems and data. Use of a password enables the organization to ensure accountability for all transactions. Each individual with access to computer systems is responsible for the selection, security and changing of their passwords in accordance with the following guidelines:

· One person within the organization will be designated to keep a record of all passwords in case of emergency;
· System passwords must not contain personally identifiable information of the user;

· Staff must be instructed not to use the same password to access multiple company systems.

Systems Backup

CASA of Liberty/Chambers Counties understands the importance of maintaining computer operations in order to deliver services. A major tool to mitigate damage to computer systems is to adopt procedures for creating and storing system backups to enable the organization to quickly restore any lost files or systems.

Due to the program having independent workstations (as opposed to an office server), the use of “cloud-based” data storage has been identified as the most efficient form of data protection.  Provider of such service will be eligible for the business with Board approval and based upon the following details:

· A well-established business reputation

· Continuous data back-up preferred

· Consideration of budgeting constraints

· Access and utilization at the Board level

Disaster Recovery Plan

Information technology is critical to CASA of Liberty/Chambers Counties ability to provide its services. As a key component of operations, the Executive Director is responsible for establishing a disaster recovery plan for our network and computer operations. All employees and volunteers will support the development and maintenance of the plan and must be familiar with the plan and their assigned roles and responsibilities
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